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Agenda

® Anti Forensics

® On Hacking




the grugq

» Independent Security Researcher

» Core focus
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» Anti-Forensics (pioneer since 1999)




Anti Forensics




Principles




Strategies

e Data Destruction
® Secure delete, magnets, hammer, etc.

e Data Hiding




Contraceptive Hacking

® Limit the use of custom tools
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On Hacking




Hacking Tools

Pre-Penetration
Fuzzers, binary analysis, src auditting

: T f1 e T et ':e-r‘_!".-i'.' LRy < i A S R T £ .I-:-_;._"‘,;;_,' i Rl e e "' e e AL i Pt A _,r.r"-l_'- -"-'.'-_-'" by "':u:_' e g e S P R T et e e wbh e R R s R
{0 i TR - his Ui nen. e i B L [ Y k- 3 - : e W et e 1 e Ta L e S LA o B R R R o R £ L B e R e e M 2 Al
R L AT e e e RS e s T B e a2 L S R s e B et T D A e i e i e Ty o s s B e LR T




Hacking Environment

® Vanilla Shell - bare back hacking
® Powerful environment for exploitation

® Non existent post-penetration control
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Bare Back Hacking
S ./exploit -t target.host.sg

# unset HISTFILE
# mkdir -p /root/.mc/bin/scripts
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Post Penetration Issues

® |Limited to a shell

® Exploit frameworks can mitigate, but don’t
play nicely with others
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Preliminary Conclusion




Requirements

® Normal shell environment

® Complete control over the shell




Hacking Harness




A Hacking Harness...

® Provides total control over the hacking
environment




Desirable Features

® Modular plugin framework

file transfer

e




Hacking Harness
Hacking

S ./exploit -t target.host.sg

hash% newroot
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Demo

® get a shell [ssh]

® check variables [ckvars]







Brief History

® Oiriginally inspired by a private tool in 2000

® |nitial development as xsh in 2003
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Components

® Hacking environment

® Plugin framework




Diagram




hash Features

® |nline file transfer

® gondom




Inline File Transfer

® Pass file content as hexdump “encoded” data

o [
® hash% put <file»>
® de wi
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qondom.exec()

® Diskless execution of binaries and scripts

. Technlque for scrlts
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gawk Backdoor

BEGIN {
Rofls = 8080
Prompt = Ebkds>al

Service ="Jinct/tepll Port 0/ 0"
while (1) {

)
- 10




qondom.exec() cont.

® TJechnique for binaries
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® Use debugger to interface with a process
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rexec (original)

® Oiriginally published in Phrack 62 (2003)
° Insplred by CORE Impacts syscall

RS o e e it '\:";.-_. £3 [ k Sy .;'.?‘ B N S e A e ."--'In_ il Sl - L -"'-. W
4 SREREEREITS T e il ﬂ & \VA | -:r! b TR s g iy iy T e T ST TR PR ARt Wl SRS Bl
o R PRI L I 3 ,.1-.‘;3'1;_* | | ."*_' .';;-, i _f‘;‘-. £y ’-"-rT." .1-*_:_':_-.-7'- -'rt iy .'?:_-1_?_.-.-.,-,*_ ; :‘I iy ﬂ f '.'- ?'.'-_-'.'-'_.'.__.-.‘ R L L T g S L L -_*_--_:___-#,.-_; oy




exec ELF binary

® Create a process address space
® Map down existing process image

e AIIocate space for new process |mage
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gdbrpc

® Execute system calls
(gdb) p/x mmap(...)
® Copy in data
{gdb) p/x memcpy (0x. ., "\
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Triggers

® Monitor output stream of pty process,
automatically execute commands on triggers
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® tri AN ¢ = ¢ <A
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Aliased Commands

® Create an alias for a sequence of commands

® k9.9 b3
| @ alias newroot="unset HISTFIL R
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Misc. Commands

® Keep a complete record of all session data
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Misc. Commands. Cont.




Implementation

® Developed in Python (2.4 and higher)




Core Modules

® dtach

® Multiplexing pty IO daemon




Core Modules cont.

® command.Command




Concluding Thoughts

® Hacking harnesses are crucial penetration
testing tools

® Expect more developments in this space
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